
 

Zero-Knowledge Proof Technology Explained 
 
Building privacy-enhancing and secure technology require diving into the beauty of 
understanding current cryptographic building blocks. One of the existing heavily-researched 
cryptographic tools is the zero-knowledge proof. Zero-knowledge proofs are currently in 
excessive development, both in terms of theoretical machinery but also practical 
implementations, and have the potential to scale blockchain-based solutions securely. 
Additionally, a standardisation effort for zero-knowledge proofs is currently in progress. 
 
Zero-knowledge proofs refer to a cryptographic protocol where a party can prove possession 
of certain information without revealing the information itself. 
 
Most learning materials struggle to explain why they are important and how they work 
internally, so zero-knowledge proofs remain somewhat “magical” and elusive, deterring 
developers from effectively exploring or utilising them in a big span of projects. 
 
During this interactive workshop, we will focus on the mathematical and cryptographic 
foundations of zk-SNARKs, a type of commonly used zero-knowledge proof. The acronym zk-
SNARK stands for “Zero-Knowledge Succinct Non-Interactive Argument of Knowledge”, and 
the workshop will focus on every development step of the Groth16 zk-SNARK. 
 
Participants should note that learnings from these mathematical and cryptographic basics 
can be applied not only for understanding zero-knowledge proofs but also to being able to 
discuss modern cryptography more generally. We will also review implementation setups for 
zk-SNARKs. 
 
Reference: 
MoonMath Manual: https://leastauthority.com/community-matters/moonmath-manual/ 
 
 
Objectives 
 
A. Knowledge and Understanding (Theory Component) 
At the end of this course, participants should be able to: 
− Explain the capabilities, limitations, and applications of zero-knowledge proofs 
− Analyse arithmetics and algebra for cryptographic building blocks 
− Assess elliptic curves and review elliptic curve pairings 
− Dissect Groth16 zk-SNARK setup, prover, and verifier stage 
 
B. Key Skills (Practical Component) 
At the end of this course, participants should be able to: 
− Design statements to be proven in Groth16 zk-SNARK and build them in different 

representations (algebraic circuits, R1CS, QAP) 
− Construct Groth 16 zk-SNARK setup, prover, and verifier 
− Use SageMath for mathematical calculations and Circom for zk-SNARK calculations 

https://leastauthority.com/community-matters/moonmath-manual/


 

Topics 
 
 

Time Agenda 
Day 1 
09:00 – 09:15 Course Overview 
09:15 – 10:00 Introduction 

- What are zk-SNARKs? 
- Capabilities, limitations, and applications of zero-knowledge proofs 
- Software installation help (if needed): SageMath and Circom 

10:00 – 10:45 Arithmetics 
- How arithmetics for zk-SNARKs differ from regular arithmetics 
- Exercise session: Getting familiar with the new arithmetic 

10:45 – 11:00 Break 
11:00 – 12:00 Algebra 

- Understanding the basics of groups, rings, and fields 
- Exercise session: Getting familiar with the algebraic terms 

12:00 – 13:30 Lunch 
13:30 – 15:30 Elliptic Curves 

- What are Elliptic Curves? 
- Reviewing Short Weierstrass Curves, Montgomery Curves, and Twisted 

Edwards Curves 
- What are Elliptic Curve Pairings? 
- Showcase: Constructing a small BLS elliptic curve 

15:30 – 15:45 Break 
15:45 – 17:30 Representing Statements 

- Going from Algebraic Circuit to R1CS to QAP 
- Exercise session: A 3-Factorization Instance, from Algebraic Circuit to 

R1CS to QAP 
 
 
Day 2 
09:00 – 09:15 Review from Day 1 
09:15 – 10:45 Groth16 zk-SNARK Protocol in Detail 

- Setup, Prover, and Verifier stage 
- Exercise session: A Groth16 zk-SNARK for the 3-Factorization Problem 

10:45 – 11:00 Break 
11:00 – 12:30 Case Study 

- Build your own circuit and generate a zk-SNARK proof in groups 
- Verify other groups’ zk-SNARK proofs 

12:30 – 13:00 Assessment 
 
  



 

Requirements 
 
● Attendees should have an excited attitude about mathematics, cryptography, and their 

applications. 
● Attendees have to bring along their own laptop and writing material and be prepared to 

participate in several practical exercise sessions and case studies 
● We advise attendees to install SageMath and Circom on their machines prior to the 

course. (Installation guides will be provided before the course.) Time for software 
installation help is included on the first day. 

 

Duration: 1.5 days  

Venue: SUSS (exact location TBA) 

Trainer’s Profile 

 
Anna Kaplan 
Least Authority 
 
Anna studied Mathematics and Politics & Technology at the Technical University of Munich 
and specialised in algebra, cryptography, and privacy. She worked for IBM Research Zurich 
and the Zcash Foundation on understanding the theory and practice of cryptographic 
protocols containing zero-knowledge proofs before joining Least Authority as a cryptography 
researcher, engineer, and trainer. 
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